Whistleblowing - how to develop a successful program
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 A new Australian Standard and statutory schemes signal a change in the previous pariah status of the whistleblower.

In the second part of a two-part article, Minter Ellison partner Anne Trimmer (left) looks at CLERP 9 and provides tips on developing a whistleblower program.
Proposed amendments under CLERP 9

To the extent that incorporated legal practices are regulated by the Corporations Act, the amendments proposed to the Act by CLERP 9 should be kept in mind by the directors of the incorporated legal practice.

Proposed Part 9.4AAA introduces limited whistleblower protection for specified persons making a disclosure in good faith to the Australian Securities and Investments Commission (ASIC). The persons afforded protection are officers, employees, contracted service providers and employees of contracted service providers of a company. The basis for disclosure is limited to circumstances where the whistleblower has a reasonable belief that there has been or may have been a contravention of the Corporations Act, either by the company or by an employee of the company. Before making the disclosure the whistleblower is required to provide his or her name to ASIC (proposed sec 1317AA (1) (c)).

Where a disclosure is made under these circumstances, the person making disclosure is protected under proposed sec 1317AB from any civil or criminal liability for making the disclosure and no contractual remedy can be enforced against the person. This would include, for example, liability for disclosure of confidential information under a contract.

Proposed sec 1317AC also protects a whistleblower from retaliatory action taken by any person as a result of the disclosure and gives a right to compensation if the whistleblower suffers in any way from retaliatory action. Retaliatory action might include, for example, termination of employment, demotion, or victimisation or other unfair treatment in the workplace.

It should be noted that while the proposed provisions are quite broad in relation to the corporation’s legislation, they do not extend to disclosures under other regulatory regimes such as those overseen by the Australian Prudential Regulatory Authority (APRA) or the Australian Competition and Consumer Commission (ACCC).

Developing a whistleblower program

Assuming that a company or other entity subject to whistleblower regulation decides to develop a whistleblower program, what then are the essential elements of such a program? An excellent research paper by the Institute of Internal Auditors in the US identifies four phases in the development of an effective whistleblower program. These are:

1. assessment 

2. building 

3. program release 

4. monitoring. 

Assessment

The assessment phase requires the organisation to assess its employee characteristics and needs. This might include consideration of the geographical spread of the organisation and the linguistic diversity of the workforce. Access to the whistleblower program should be inexpensive, free, and with as few complications as possible. Access might be facilitated by a toll-free phone number if the organisation is widely-dispersed. Employees might also have access to the program by email.

The organisation should have a performance protocol which establishes the turnaround times for communicating with the whistleblower. It should also outline the process for escalating a complaint within the organisation.

The manager of the program needs to have adequate resources to undertake the role as well as sufficient independence and access to senior management so that investigations can be conducted without interference. The manager should also periodically report to an oversight board (which might include key senior officers such as the legal counsel, the CFO, the chief audit officer and the human resources director) which has authority within the organisation to take corrective action.

Building

The building phase is the organisational phase during which the entity builds the program, staffs any call centre that might be established, establishes the oversight board and trains all those involved in the program. During this phase the organisation's policies and procedures may be developed or modified to make the whistleblower program an official component of the organisation's system of internal controls.

Program release

The program may be released through the organisation in many different ways such as email, circular, even a computer-based training program. The most effective communication is in meetings with employees. This gives a better appreciation for the importance of the new program and management's commitment to it. The program should be released throughout the organisation at the same time. Where the organisation is widely dispersed it may be necessary to use a "train-the-trainer" approach to ensure that all employees understand its role.

Performance monitoring

As with any compliance program, there needs to be ongoing monitoring to ensure that the program is effective, to obtain feedback and to ensure that employees remain aware that the program is in place. The oversight board meetings are an effective means of ensuring ongoing performance monitoring. The manager of the whistleblower program should attend and report on the number of disclosures received and a categorisation of the allegations reported.

Critical developments should be brought to the attention of the board of directors or the audit committee immediately.

Australian Standard AS8004-2003

The recently-released Australian Standard AS8004-2003 (Whistleblower Protection Programs for Entities) draws on the Victorian legislation, the Whistleblowers Protection Act 2001 and is not dissimilar in its content to the model suggested by the Institute of Internal Auditors. The Standard sets out the elements for establishing, implementing and managing an effective whistleblower protection program. The stated objectives of the Standard are to:

·  encourage the reporting of matters that may cause financial or non-financial loss to the entity or damage to the entity's reputation 

·  enable the entity to effectively deal with reports from whistleblowers in a way that will protect the identity of the whistleblower and provide for the secure storage of the information provided 

·  establish the policies for protecting whistleblowers against reprisal by any person internal or external to the entity 

·  provide for the appointment of a Whistleblower Protection Officer and a Whistleblower Investigations Officer, and alternative means of reporting. 

The Standard is specifically directed at a wide variety of entities including corporations, government agencies, not-for-profit and other entities engaged in business activities or transacting with other entities in a business-like setting. The Standard also addresses a wide range of "reportable conduct", being conduct by a person connected with an entity which, in the view of whistleblower acting in good faith, is:

· dishonest 

· fraudulent 

· corrupt 

· illegal 

· in breach of Commonwealth or state legislation or local authority by-laws 

· unethical 

· other serious improper conduct 

· an unsafe work practice 
· any other conduct which may cause financial or non-financial loss to the entity or be otherwise detrimental to the interests of the entity. 

These examples are not finite. The Standard allows that an entity may consider including in its own schedule of reportable conduct such as gross mismanagement, serious and substantial waste or repeated instances of breach of administrative procedures.

The Standard outlines the essential elements of an effective whistleblower program which must satisfy the specified structural, operational and maintenance elements specified by the Standard.

Whistleblower protection

An essential component of an effective whistleblower program is protection of the whistleblower. Confidentiality of the source is a key component of that protection. Under the various state whistleblower statutory regimes, government agencies to which a protected disclosure is made are required to keep the identity of the whistleblower confidential, except in certain limited circumstances.

In NSW, for example, the Protected Disclosures Act provides protection against reprisals that may be taken against public officials who make protected disclosures, including:

· injury, damage or loss 

· intimidation or harassment 

· discrimination, disadvantage or adverse treatment in relation to employment 

· dismissal from, or prejudice in, employment 

· disciplinary proceedings. 

Reprisals are an offence under the Protected Disclosures Act and persons who act in reprisal against public officials making protected disclosures can be prosecuted. Under the Protected Disclosures Act, a person is not subject to any legal liability for making a protected disclosure. The Act also provides legal protection against defamation procedures that may be brought against a person making a disclosure that may damage a reputation. Further, the Act also protects the person making the disclosure from criminal and disciplinary action for a breach of confidentiality.

Conclusion

The Australian Standard provides a light-touch framework for all organisations -- public and private sector as well as not-for-profit. The statutory schemes of the various states show what has been established in the public sector and CLERP 9 anticipates what might be put in place for companies. Some private sector entities have independently established their own schemes, such as Concern Online, established by Westpac. In the two years to May 2003, Concern Online identified over 400 concerns, with 65% of problems registered as appropriate referrals and 50% needing further disciplinary action. Susan Brooks, Chief Compliance Officer for Westpac, was quoted as stating that most problems dealt with unfair or discriminatory treatment, privacy, inappropriate sales activities and incorrect use of staff entitlements.

In 2002, Time magazine selected three whistleblowers as its "Persons of the Year". They were Cynthia Cooper, who informed the board of WorldCom that the company had covered up $3.8 billion in losses, Sherron Watkins, the Enron Vice President who wrote to the chairman of the company warning him that the company's methods of accounting were improper, and Coleen Rowley, the FBI staff attorney who notified the Director of the FBI about brush-offs in the investigation of suspicions about a person now indicted as a co-conspirator in the September 11 attacks.

In its citation, Time said that the women were "[t]he truest of true believers ... ever faithful to the idea that where they worked was a place that served the wider world in some important way ... When headquarters didn't live up to its mission, they took it to heart. At Enron the company handed out note pads with inspiring quotes. One was from Martin Luther King Jr: `Our lives begin to end the day we become silent about things that matter.' Watkins saw that quote every day."

Rather than fearing the possible results of a whistleblower program, organisations should embrace a program as part of good corporate governance, ensuring that the program is established within a framework suggested by the Australian Standard as a starting point. It is only when senior managers and their boards are made aware of deficiencies within the organisation that they can act, ensuring that the interests of shareholders and the public alike are properly protected.

This article first appeared in the February 2004 edition of the Law Society Journal. It is based substantially on an article by Anne Trimmer originally published by the Chartered Secretaries of Australia in its journal, ``Keeping good companies'', November 2003.
